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Personal Data Processing Rules of OOO Stack Group
1. General Provisions
1.1. Personal Data Processing Rules in OOO Stack Group (hereinafter referred to as "the Rules") stipulate procedures aimed at determination and prevention of violations of the Russian legislation in the area of personal data and determine categories of individuals, personal data of which are processed, terms of their processing and storing, procedure of destruction after reaching the processing goal or at occurrence of other grounds. 
1.2. The Rules have been developed in compliance with Federal Law No. 149-ФЗ as of 27 July 2006 On Information, Information Technologies and Information Protection, Federal Law No. 152-ФЗ as of 27 July 2006 on Personal Data (hereinafter referred to as "the Federal Law"), Decree No. 1119 of the Government of the Russian Federation as of 01 November 2012 On Approval of Requirements for Protection of Personal Data during Processing in Personal Data Information Systems, Decree No. 687 of the Government of the Russian Federation as of 15 September On Approval of the Regulation on Special Features of Personal Data Processing Performed without Automation Facilities. 
1.3. In the Rules, personal data operator is OOO Stack Group (hereinafter referred to as "the Operator", "OOO Stack Group"). 
1.4. Personal data processing is performed by OOO Stack Group in compliance with principles and conditions stipulated by the Rules and the legislation of the Russian Federation in the area of personal data. 
1.5. Terms and notions used in the Rules are applied in the meanings determined in Article 3 of the Federal Law. 
2. Personal Data Processing Goals and Grounds 
2.1. Personal data processing is performed to implement functions and exercise powers imposed on OOO Stack Group in cases stated by the Federal Law. 
2.2. The list of personal data processed by OOO Stack Group includes: 
· full name;
· residence address;
· date of birth;
· passport data;
· e-mail; 
· phone number.


3. Categories of Individuals, Personal Data of Which Are Processed 
3.1. According to the Rules, personal data of the following categories of individuals are processed: 
1) physical persons leaving requests at the web-site of OOO Stack Group; 
2) physical persons, being in civil law relations with OOO Stack Group;
3) physical persons applying to OOO Stack Group with offers, claims and complaints and oral appeals requiring examination and answering according to the stipulated procedure. 
4. Personal Data Processing Procedure 
4.1. In OOO Stack Group, personal data processing is performed to carry out business activities. 
4.2. Personal data of physical persons personally applying to OOO Stack Group and sending individual or collective written or electronic applications and requests are processed to examine the stated applications with further notification of the applicant on the examination results. 
4.3. Personal data processing performed in OOO Stack Group includes the following: Collection, recording, systematisation, accumulation, storing, detailing (upgrading, modifying), extracting, applying, transferring (distributing, submitting, access), anonymization, blocking, deleting and destructing of personal data. 
4.4. Collection, recording, systematisation, accumulation and detailing (upgrading, modifying) of personal data of individuals applying to OOO Stack Group to carry out business activities shall be performed by: 
4.4.1. receiving originals of the required documents (application); 
4.4.2 notary certification of document copies; and
4.4.3. filling the accounting forms with data (on paper and electronic medium). 
4.5. Collection, recording, systematisation, accumulation and detailing (upgrading, modifying) of personal data shall be performed by receiving personal data directly from personal data owners (applicants). 
4.6. OOO Stack Group is prohibited to request from personal data owners and third parties and process personal data in cases not stipulated by the legislation of the Russian Federation. 
4.7. Transferring (distributing, submitting) and applying of applicants' personal data (personal data owners) of OOO Stack Group shall be performed only in cases and according to the procedure stipulated by federal laws. 
5. Personal Data Processing of Personal Data Owners in Information Systems 
5.1. Access to personal data shall be given to the Operator's employees who need personal data in relation to their functional duties performance. The list of employees having access to personal data shall be established by internal regulations of OOO Stack Group.
Employees of OOO Stack Group having the right to process personal data in information systems of OOO Stack Group shall be given unique login and password for access to the corresponding information system of OOO Stack Group. Access shall be given to application programme systems according to the functions established by the job regulations (job descriptions) of OOO Stack Group employees. 
5.2. In case of detecting any violations of personal data processing procedure by authorised persons, measures are immediately taken to determine reasons of violations and their elimination. 
6. Terms of Processing and Storing. Personal Data Protection 
6.1. Individual's consent to personal data processing shall be effective during 5 years. After expiration of the stated term, the consent effect is deemed to be prolonged for the next 5 years if there is no information on the consent withdrawal.
6.2. Personal data protection shall mean a complex of measures (organisational, administrative, technical, legal) aimed at prevention of illegal or accident access to personal data, destruction, modifying, blocking, copying, distributing of personal data of individuals and from other illegal actions.
6.3. Personal data protection shall be performed at the expense of the Operator according to the procedure stipulated by the Federal Law. In personal data protection, the Operator shall take all required organisational, administrative, legal and technical measures including the following:
 anti-virus protection;
 protection analysis;
 intrusion detection and prevention;
 access control;
 registration and accounting;
 integrity assurance; and
 preparation of normative and methodological local acts regulating personal data protection.
General organisation of personal data protection shall be performed by the Head of OOO Stack Group. 
The Operator's employee having access to personal data in relation to their functional duties performance shall:
 Ensure storage of information containing personal data excluding access to it by their parties.
 When thee employee is absent, the workplace shall not have and documents containing personal data.
 When taking a vacation, during business trip or in other cases of long absence of the employee at the workplace, he is to deliver documents and other media containing personal data to the person imposed by a local act of OOO Stack Group to perform the functional duties of such employee.
 If such person is not appointed, then documents and other media containing personal data are transferred to another employees having access to personal data.
 When dismissing an employee having access to personal data, documents and other media containing personal data are transferred to other employees having access to personal data.
Access to personal data by the Operator's employees not having a duly executed access is prohibited.
Control over storage and use of personal data material media not allowing for unauthorised access, detailing, distribution and destruction of personal data being recorded on such media shall be performed by the Head of OOO Stack Group. 
7. Personal Data Destruction Procedure 
7.1. Personal data anonymization shall be performed upon a written application of personal data owner.
In case of personal data anonymization, data in information systems is replaced by a set of symbols that makes it impossible to determine the ownership of personal data to certain person. In case of personal data anonymization of paper media containing documents shall be destroyed.
7.2. Personal data destruction shall mean termination of any access to such data. In case of personal data destruction, the Operator's employees cannot get access to personal data in information systems. In case of personal data destruction, paper media containing documents shall be destroyed, and personal data in information systems shall be anonymized. Personal data shall not be subject to recovery.

